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CISM, CISSP Since 1996
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CERTIFED INFORMATION

SECURITY MANAGER™

GONVERNANCE, CONTR
vnd AUMDNT for INFORMAT
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Articles

* Covered on Forbes Magazine

* Dark Reading

* Credit Union Business Magazine
* Credit Union Magazine

* CU Times

* Insurance & Technology Review
* CMP Media

* Storage Inc.

Speaking Events

* CUISPA 2010/2011

* |SSA HI Discovery 2009/2010

* SPC 2009

* SecurelT 2009

* SecurelT 2008

* Interop

* Government Technology
Conference (GTC)

* Many Credit Union Leagues

—HSACA

Senang IT Governa

San Diego Chapter
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Definitions

* All 3 attempt to acquire
sensitive information by
masquerading as a
trustworthy entity.

— Phishing- Emails & Instant
Messages

— Smishing- Short Messaging
Service (SMS)

— Vishing- Voice-based (VolP &
Landlines)




Threat Landscape

Viap 2: Top 10 States by Count:
Individual Complainants (Numbered by Rank)

1. California 13.7% 6. Pennsylvania 3.6%
2_ Florida 7.9% 7. Illinois 3.3%
3. Texas 7.3% 8. Virginia 3.0%
4. New York 5.8% 9. Ohio 2.9%

Internet Crime Compliant Center- 2010 Internet Crime Report



Threat Landscape (Cont.)
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Who's Liable?

Regulation E

Sec. 205.6 Liability of consumer for
unauthorized transfers.
Consumer Liability Limits

— If notice < 2 Days > No more than S50

— If Notice > 2 Days - Shall not exceed
S500

Limits on Commercial Liability



Who's liable? (Cont).

June 14, 2011- Dickinson, Mackaman, Tyler &

Hagen, P.C Lawfirm

Phishing attack that led to 97
wire transfer payments totaling
more than $1.9 million.

A Michigan court has ruled
against Comerica

Bank should have prevented
fraudulent wire transfers from
the customer’s account




Recent Reported Phishing Scams

June 14, 2011 ANZ Bank - ANZ Online Internet Banking Has Sent You Secure Message. You are
required to sign in below to Online Banking.

June 14, 2011 Western Union - Account Statement

June 14, 2011 American Express - New Alert Notice

June 14, 2011 NatWest Bank - Reviewed your account

June 13, 2011 Chase Bank - CHASE ACCOUNT STATEMENT | 2nd Notice

June 13, 2011 AOL - AOL Account Status: Payment failed - Action Required

June 13, 2011 Clydesdale Bank - Message Alert from Clydesdale Bank

June 12, 2011 PayPal - Your account has been limited until we hear from you

June 11, 2011 Chase Bank - Security Alert from Chase Online

June 10, 2011 AOL - AOL : Billing Information

June 10, 2011 PayPal - Account Notification !

June 10, 2011 Capital One Bank - Capital One Account Security Routine Update.

June 10, 2011 TD Waterhouse - Status Notification.

June 10, 2011 Western Union - Account Statement

June 3, 2011 FDIC- FDIC: Your business account



Web Vulnerability Statistics

“Web application vulnerabilities have inched up to the 55 percent mark, accounting for fully half of all

vulnerability disclosures in the first part of 2010.” - IBM X-Force® 2010 Mid-Year Trend and Risk Report
Web Application Vulnerabilities by Attack Technique Gumulative Gount of Web Application Vulnerability Disclosures
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The web is highly vulnerable and thus a great vehicle to spread malware




Organization Profiling

Organizational relationships are often exploited.
. ISP
* Vendors
. Property Management
 Janitorial
. Air Conditioning

Ruse impersonating employees & internal roles are equally
common.

- CIO
e HR
* Legal

 Helpdesk
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Website Profiling
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Website to Social Media

ADO#CBA, Newsroam »  Legisiaton & Advocacy

Educaion & Training . Member Rex

About CBA

wen K. Buster has been chief execuive oficer of Mecharics Bank since July 1

M. Durtng s terure, Mechanics Bank Increased anrusl
In2e

2 004. Before ciring Me|
Thust Company, Where he Was managing drecior !
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Mary Allis Curran - Chairwoman-Elect

Mary Cuman cined Union Bank In May 1889, I her positon
Presicent of The Prvate Bark, she oversees Private Bankil
Mansgement Sales and Pivale Weslth Planving fr e B3y
25 Market Presicent, Commercial Banking tor San Diego &
Global and Weal Markets umbreila, The Private Bank Is 8
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Richard Smith - Inmediate Past Chairman
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Social Media Profiling

e myspace

a place for freedom




Phishing Examples
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password failures g present before the lozms A
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Wenow nm‘&w to re-confimm your Mmkm information to us \ '
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1f this is ot completed by January 24, 2011, we will be fo:c\ro suspend your account indefinitely, as it have been
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Dear NatWest Customer, _ \\ )

To protect your xcrouQx Q‘u monitoring Unit Depid .m temporarily

suspended your onhru\ccss This has been doxd, Juetothe number A\

of incorrect log na'cmpls on your account c'ane .\";1'
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Online banking Log on
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NatWest Online Services
e-banking service
19 January 2011
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Vishing Examples

* “We have seen anomalous transactions on

your account and need to validate some
information.”

* “During a system migration there was some
data corruption. Could you please verify...”

* “Alarge check has been posted against your
account causing a negative balance...”



Smishing Examples

* Credit Union N.A. Please call us immediately
at 1-888-xxx-xxxx regarding a recent
restriction placed on your account. Thank you.

e Alert!! Honolulu City & County Employees has
limited your account pending verifications.
Contact us NOW at 213-XXX-XXXX.

* Your BANK web service is expired, for renewal
please login using www.attackerwebsite.com
ASAP



Tools of the Trade




Metasploit

Metasploit community constantly expands the exploit
database:

— Covers 565+ unique CVEs
— 551+ remote exploits

— 261+ auxiliary modules
— Hundreds of payloads.

Remote shells & remote desktop
Keylogging

Camera utilization

Smart brute forcing

Smart exploitation

Advanced pivoting




Social Engineering Toolkit

Attack Vectors

* 3.1 Spear-Phishing Attack Vector :‘:OC
3.2 Java Applet Attack Vector il
* 3.3 Metasploit Browser Exploit Method SoASE

* 3.4 Credential Harvester Attack Method ""?3‘"0

* 3.5 Tabnabbing Attack Method TR
+ 3.6 Man Left in the Middle Attack Method | &¢

* 3.7 Web Jacking Attack Method |
e 3.8 Multi-Attack Web Vector

3.9 Infectious Media Generator | “.‘ :
e 3.10 Teensy USB HID Attack Vector '



Browser Exploitation Framework

 BeEF (Browser Exploitation Framework) often
used

* Creates zombies on compromised browsers

e Javascript embedding, confirmation window
embedding, systemm commands, portscanning,

etc. - g—
O‘fe
7




Mitigation Techniques




CHANGE THEM OFTEN

GET LAZY WITH YOUR PASSWORDS AND
YOU COULD CAUSE A REAL STINK! CHANGE
YOUR PASSWORD REGULARLY...

www.ballarat.edu.au/is

R OO% Frowicar Muswter 0O7 03D




Prudently Manage Risk

* |dentify & prioritize risk
* Map risks & regulations to controls
* Risk management program




Mitigation Techniques

Don’t respond to text messages or automated voice messages from unknown or
blocked numbers on your mobile phone.

Treat your mobile phone like you would your computer...don’t download anything
unless you trust the source.

When buying online, use a legitimate payment service and always use a credit card
because charges can be disputed if you don’t receive what you ordered or find
unauthorized charges on your card.

Check each seller’s rating and feedback along with the dates the feedback was
posted. Be wary of a seller with a 100 percent positive feedback score, with a low
number of feedback postings, or with all feedback posted around the same date.

Don’t respond to unsolicited e-mails (or texts or phone calls, for that matter)
requesting personal information, and never click on links or attachments contained
within unsolicited e-mails. If you want to go to a merchant’s website, type their
URL directly into your browsers



Mitigation Techniques (Cont.)

Fraud Alerting Services

Tokens / plugins for users

ACH whitelisting for business customers
Guardian Analytics



Toys of the Trade

Independent review
Internal and/or External Vulnerability Assessment
Wireless

Physical Security Pentest
Social Engineering

Phases
Discovery
Vulnerability Assessment
Penetration Testing
Reporting
Debrief




Questions

Jeromie Jackson- CISSP, CISM
COBIT & ITIL Certified
President- San Diego OWASP
SANS Mentor
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www.linkedin.com/in/securityassessment

Twitter: www.twitter.com/security sifu
Phone- 619-569-9457



